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Transatlantic Cooperation and Conflict over Data Privacy Rules: 
Lessons for International Market Regulation

�

Personal information ranging from credit 
card purchases to retina scans are increasingly 
being collected and processed by industry and 
government. With the rise of global digital 
networks, this data moves quickly across borders. 
Differences in national regulations concerning data 
privacy, then, become the foundation for a new area 
of regulatory conflict. Debates between the U.S. 
and Europe have been particularly tense, raising the 
specter of the first trade war of the information age. 

Far from an isolated instance, the case of data 
privacy is symbolic of a new challenge posed by 
globalization: international market regulation. 
As companies locate abroad and individuals 
access foreign markets directly through new 
communications technologies, local rules have 
international ramifications. In sectors such as food 
safety, chemicals, and financial services, companies 
are forced to adjust their business models and adapt 
their government relations strategies to respond 
to laws imposed by foreign jurisdictions. This new 
domain of international conflict raises important 
questions for the transatlantic relationship.1 When 

1From a legal perspective see (Bermann, Herdegen, and Lindseth 
2001)

are the U.S. and Europe likely to agree on how to 
resolve these issues? What will bring the players to 
the negotiation table? Who will adjust and how?

This policy paper examines the nature of the 
international conflict over data privacy rules to 
help spark a preliminary discussion of these issues. 
The paper starts with an examination of the stakes 
involved. Then it presents the background to the 
conflict and the deal, known as the Safe Harbor 
Agreement, which was brokered between the E.U. 
and the U.S. in 2000. This review is then followed 
by an analysis of what brought the transatlantic 
partners to the table. I argue that regulatory 
capacity — the ability to define, monitor, and 
defend a set of market rules — developed over 
years of experience in Europe was harnessed to 
force U.S. action. The paper then applies this 
lens to other areas of concern dealing with data 
privacy, particularly conflict over national security 
issues. The final section concludes with several 
recommendations for policymakers on the two 
sides of the Atlantic.

1 Introduction 
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Differences in data privacy rules matter because 
they affect international business and transatlantic 
security cooperation. Multinational firms active 
in the U.S. and Europe have come to realize that 
privacy regulations shape business strategy and 
market dynamics. Credit reports and consumer 
lists that are ubiquitous in the U.S. are much more 
expensive, if they exist at all, in many European 
countries. There are, for example, 500 million 
private sector credit reports in the U.S.; that is 
the equivalent of two credit reports for each man, 
woman, and child in the country. In contrast, there 
are none in France. 

For companies that locate abroad, it is critical 
to know the demands of national rules. But for 
companies that transfer data across borders these 
regulatory difference move from being issues 
of strategy to sources of legal conflict. This is 
particularly a problem for multinational companies 
that use a common human resource center. As 
personnel files move back and forth across borders, 
they fall under different regulatory demands. 
Similarly, data outsourcing is complicated by 
differences in data privacy regulations. Recent 
scandals involving data sent by U.S. firms to Indian 
data processing firms reveal the difficulty of 
shifting personal information processing to regions 
with different rule sets.2 Transatlantic tensions over 
data transfers threatened to spur the first trade 
war of the information age.3 Many firms located in 

2See, for example, Financial Express, Lack of Privacy Laws in 
Outsourcing a Concern for E.U., U.S., 3 December 2005, online. 

3See Financial Times, Bid to avert threat of ‘cyber trade war’. 10 
September 1998, 6.

Europe, therefore, have moved to quarantine data 
within Europe to prevent the processing of data in 
countries with lower standards. 

Data privacy rules are not just about big business 
but about government cooperation in an era of 
transnational terrorism. The U.S. and Europe 
have faced a series of security disputes owing 
to differences in data privacy rules. These have 
included demands by the U.S. government for 
biometric data in European passports, the exchange 
of telephone records, and the sharing of airline 
passenger lists. A study by the Congressional 
Research Service has concluded that data privacy 
rules present a significant challenge to transatlantic 
cooperation on terrorism (Archick 2006).

More generally, data privacy represents a growing 
class of disputes between the U.S. and Europe 
that come down to differences in regulatory 
traditions. The rise of foreign affiliates and 
digital communications technology means that 
multinational firms and individuals are increasingly 
subject to the regulations of multiple jurisdictions. 
Rules pertaining to a wide range of issues like 
gambling, chemicals, and financial services, which 
used to be solely national questions, have become 
transatlantic issues. Both corporate strategies and 
government policy must face the challenges posed 
by the internationalization of national regulations 
(Newman and Zysman 2006). 

What is at stake?2
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The U.S. and Europe have distinct systems regulating 
data privacy dating back to the 1970s. While both 
regions agree on a common set of principles that 
underpin national privacy laws, the scope of national 
laws differ considerably (Bennett 1992).4 

In Europe, national legislation applies these 
principles to the public and private sectors. 
These regulations are monitored and enforced by 
independent regulatory agencies — data privacy 
authorities — akin to a Federal Trade Commission 
with sole responsibility for privacy matters. These 
agencies often enjoy guaranteed budgets, long-
term leadership appointments, and are housed 
independently from other government ministries. 
While the exact enforcement powers and level of 
political independence vary, they serve to monitor 
complaints and mediate disputes over data usage 
(Flaherty 1989). 

In the U.S., government regulations such as the 
1974 Privacy Act focus on the public sector. 
Legislators tend to prefer self-regulation for 
business. Some sensitive industries, such as banking 
and telecommunications, are covered under 
specific sector rules, but there is no single law that 
covers the entire private sector. Oversight of these 
laws is fragmented among many different public 
institutions including the Office of Management 
and Budget (OMB), the Federal Trade Commission 
(FTC), and the Federal Reserve Board. Even in the 
public sector, where the strictest formal rules exist, 

4All data privacy legislation is based on Fair Information 
Practice Principles (FIPPs). They include concepts like notice, 
consent, accuracy, and security. These principles were developed 
in the United States and Sweden in the early 1970s and form the 
basis of most national legislation and international agreements. 
They were formally codified in the OECD 1980. Guidelines on 
the protection of privacy and transborder flows of personal data. 
Paris, Organization for Economic Cooperation and Develop-
ment. They also form the basis of the Safe Harbor Principles 
discussed later.

monitoring and enforcement by OMB has been 
passive and only a handful of state governments 
have privacy rules (Schwartz and Reidenberg 1996). 

European criticism of U.S. privacy rules focuses on 
two central points. First, there is no independent 
regulatory authority in the U.S. charged with 
monitoring privacy. Second, the U.S. lacks 
comprehensive regulations for the private sector.

For much of the 1970s and 1980s, these criticisms 
were relegated to the conference rooms of 
obscure international negotiations. But in the 
1990s, the conflict took on a new tone. With the 
rise of multinational corporations and digital 
communications technologies, data that had 
been primarily confined within national borders 
washed across the globe. More important, however, 
the European Union passed a directive in 1995 
that regulated the collection and transmission 
of personal information in Europe.5 The Privacy 
Directive contained an extraterritorial clause, 
Article 25, which banned the transmission of 
data to countries that did not have adequate data 
privacy laws. Owing to the lack of comprehensive 
regulations monitored by an independent authority, 
the U.S. regulatory system failed to meet the 
adequacy criteria spelled out in the European 
regulation. Without some form of international 
cooperation, business and public officials feared 
that data flows between the worlds most dynamic 
markets could stop (Swire and Litan 1998). 

5 See The Directive on the protection of individuals with regard to 
the processing of personal data and on the free movement of such 
data 95/46/EC, 1995 O.J. (L 281) 31.

The source of data privacy conflict3
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The trade partners averted a total collapse of 
information flows through the negotiation of a 
compromise solution, known as the Safe Harbor 
Agreement. This agreement and the negotiation 
process point to an important process of regulatory 
reconciliation taking place in a number of 
regulatory fields. Before examining the wider 
implications of the agreement, however, it is critical 
to spell out what the Safe Harbor Agreement did 
and how it works. 

The Agreement was concluded in July 2000, and 
went into force in November 2000. It is based on 
a set of Safe Harbor Principles (see textbox) that 
companies apply to data transferred from the 
E.U. to the U.S. (Farrell 2003). Firms that pledge 
to follow these principles receive Safe Harbor 
from the application of the European Directive. 
The Agreement creates an alternative to the two 
dominant mechanisms of regulatory cooperation 
in the transatlantic relationship — convergence or 
mutual recognition. Convergence would require 
the U.S. to mimic European rules and mutual 
recognition would require the E.U. to recognize 
U.S. regulations as equivalent to European 
standards. The Safe Harbor Agreement, by contrast, 
does not force the U.S. to change its domestic 
regulations and it explicitly rejects the U.S. 
regulatory system as equivalent to those in Europe. 
Rather, firms that engage in cross-border data 
transfers agree to comply with European rules. 

In practical terms, the U.S. Department of 
Commerce maintains a list of firms that have 
agreed to follow the Agreement.6 The principles 
of the Agreement are binding on companies and 
businesses must choose whether they will be 
monitored and enforced by self-regulation or self-
certification. Under self-regulation, the company 
agrees to comply with the principles and joins 
an independent dispute settlement body. These 
dispute settlement bodies include a range of private 
organizations such as the Better Business Bureau 

6 The list is available at http://www.export.gov/safeharbor/doc_
safeharbor_index.asp.

or TRUSTe that process and mediate complaints. 
The Federal Trade Commission agrees to act as a 
regulatory backstop, monitoring firm compliance 
with their self-regulatory agreements. Because the 
Federal Trade Commission jurisdiction does not 
extend to financial services or telecommunications 
these sectors are excluded from the Agreement. 
Under self-certification, firms register with a 
national European data privacy authority and 
agree to regulation by that agency. If companies 
transfer human resources data, they are required 
to self-certify. A 2004 review of the Agreement’s 
implementation found that 75% of firms self-
certified, de facto placing themselves under the 
supervision of data privacy authorities in Europe 
(Commission of the European Communities 2004). 
In short, the Agreement creates a framework for 
multinational companies to share data across the 
Atlantic without requiring these firms to adjust 
data processing practices of domestic customers. 
Data coming from Europe, however, is guaranteed 
a similar level of protection to that which it would 
enjoy at home.

While the uptake of the Safe Harbor agreement 
began slowly, roughly 1000 U.S. companies have 
signed on. Some 80 Fortune 500 companies have 
adopted the Agreement. Apart from financial 
services and telecommunications firms, which are 
excluded form the compromise, this represents 
nearly 20 percent of the largest firms in the U.S. 
These numbers likely under-report the impact of 
the Agreement. Since the conclusion of negotiations, 
U.S. firms have moved on many fronts to satisfy 
European regulatory demands. Survey data 
suggests that many multinational companies 
integrate national data privacy regulations into 
their international operations.7 Additionally, 
such companies now routinely appoint chief 
privacy officers that oversee data usage. This new 
management position signals that industry takes 
seriously such privacy concerns. That being said, 

7 Generally, see the work of the Ponemon Institute (ponemon.
org). They have conducted several Benchmarking studies on 
corporate privacy practices.
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1. NOTICE: An organization must inform individuals about the purposes for which it collects 
information about them, how to contact the organization with any inquiries or complaints, 
the types of third parties to which it discloses the information, and the choices and means 
the organization offers individuals for limiting its use and disclosure. This notice must be 
provided in clear and conspicuous language when individuals are first asked to provide 
personal information to the organization or as soon thereafter as is practicable, but in any 
event before the organization uses such information for a purpose other than that for which 
it was originally collected or discloses it to a third party. 

2. CHOICE: An organization must offer individuals the opportunity to choose (opt out) 
whether and how personal information they provide is used or disclosed to third parties 
(where such use is incompatible with the purpose for which it was originally collected or with 
any other purpose disclosed to the individual in a notice). They must be provided with clear 
and conspicuous, readily available, and affordable mechanisms to exercise this option. For 
sensitive information, such as medical and health information, information revealing racial or 
ethnic origin, political opinions, religious or philosophical beliefs, trade union membership or 
information concerning the sex life of the individual they must be given affirmative or explicit 
(opt in) choice.

3. ONWARD TRANSFER: An organization may only disclose personal information to third 
parties consistent with the principles of notice and choice. Where an organization has 
not provided choice because a use is compatible with the purpose for which the data 
was originally collected or which was disclosed in a notice and the organization wishes to 
transfer the data to a third party, it may do so if it first either ascertains that the third party 
subscribes to the safe harbor principles or enters into a written agreement with such third 
party requiring that the third party provide at least the same level of privacy protection as is 
required by the relevant safe harbor principles.

4. SECURITY: Organizations creating, maintaining, using or disseminating personal 
information must take reasonable measures to assure its reliability for its intended use and 
reasonable precautions to protect it from loss, misuse and unauthorized access, disclosure, 
alteration and destruction. 

5. DATA INTEGRITY: Consistent with these principles, an organization may only process 
personal information relevant to the purposes for which it has been gathered. To the extent 
necessary for those purposes, an organization should take reasonable steps to ensure that 
data is accurate, complete, and current.

6. ACCESS: Individuals must have [reasonable] access to personal information about 
them that an organization holds and be able to correct or amend that information where 
it is inaccurate. [Reasonableness of access depends on the nature and sensitivity of the 
information collected, its intended uses, and the expense and difficulty of providing the 
individual with access to the information.]

7. ENFORCEMENT: Effective privacy protection must include mechanisms for assuring 
compliance with the safe harbor principles, recourse for individuals to whom the data relate 

The Safe Harbor Principles
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many critics of the Agreement argue that it has not 
garnered the uptake originally predicted and actual 
enforcement has been rare. The very novelty of 
the compromise might have weakened its appeal. 
U.S. companies have expressed concern that the 
obligations of the agreement are not clear and that 
it creates a rather complicated framework to comply 
with European demands (Heisenberg 2005). At the 
same time, the agreement has existed for less than 
a decade. Membership has doubled in the last few 
years from roughly 400 in 2003 to nearly 1000 in 
2006, and the coverage of the largest corporations in 
the U.S. has reached a significant level. 

The most dramatic result of the negotiations was 
to motivate multinational firms to take seriously 
the problem of cross border data transfers. 
The Transatlantic Business Dialogue and the 
International Chamber of Commerce have 
created working groups to overcome regulatory 
friction in this area (Cowles 2001). One promising 
alternative to the Safe Harbor Agreement is binding 
corporate codes. The European Commission 
has also developed a set of model contracts that 
firms may use to comply with the directive. These 
contracts require that companies uphold basic 
privacy principles. But instead of government 
regulation, courts and mediation are used to 
enforce these standards. The usefulness of these 

solutions remains unclear as they too raise many 
issues of regulatory uncertainty and put much more 
responsibility on individual firms to devise and 
defend their privacy practices.

The Safe Harbor Agreement is far from perfect. 
It does, however, demonstrate an early good-
faith attempt to reconcile transatlantic regulatory 
frictions without forcing either the U.S. or 
the E.U. to abandon its domestic law. On the 
one hand, this hybrid solution stands in sharp 
contrast to those that predicted globalization 
would force international convergence around 
a set of lowest common denominator standards 
(Tonnelson 2000). Far from it, the trend in the 
area of data privacy is that multinational firms 
respect European laws internationally even if they 
maintain lower standards in the U.S. On the other 
hand, the Agreement demonstrates an escape from 
the complaint that Europe is forcing the U.S. to 
re-regulate its markets. After the conclusion of 
negotiations, domestic firms in the U.S. continue 
to treat personal data as if nothing had happened. 
The Safe Harbor Agreement allows Europe’s 
domestic “social market” to co-exist with its more 
“pure market” neighbor across the Atlantic. And in 
so doing, such an agreement can diffuse political 
opposition to globalization arising in both markets. 

affected by non-compliance with the principles, and consequences for the organization 
when the principles are not followed. At a minimum, such mechanisms must include (a) 
readily available and affordable independent recourse mechanisms by which an individual’s 
complaints and disputes can be investigated and resolved and damages awarded where the 
applicable law or private sector initiatives so provide; (b) follow up procedures for verifying 
that the attestations and assertions businesses make about their privacy practices are 
true and that privacy practices have been implemented as presented; and (c) obligations 
to remedy problems arising out of failure to comply with these principles by organizations 
announcing their adherence to them and consequences for such organizations. Sanctions 
must be sufficiently rigorous to ensure compliance by organizations. 

Available at http://www.ita.doc.gov/td/ecom/shprin.html.

The Safe Harbor Principles (continued)
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5
What explains this move from regulatory conflict 
to novel cooperation? Why did the U.S. concede 
to the Agreement after years of arguing that 
market-based, self-regulation was the best way 
to deal with data privacy issues? I believe that 
internal transformations within Europe provided 
the E.U. with the regulatory capacity to force U.S. 
adjustment. The Safe Harbor Agreement was not a 
natural, easy fix to a technical problem. It emerged 
only after years of heated negotiations and the 
closing of alternative options to the U.S. 

 Dating back to the 1970s, the U.S. privileged self-
regulation over direct government intervention in 
the area of data privacy. In the 1990s, the Clinton 
administration publicly committed to extending 
this policy into the digital era with the release of the 
“Framework for Global Electronic Commerce”. The 
U.S., then, could not accept the demands created by 
the European privacy directive.8 

So what made the U.S. enter negotiations? Before 
exploring the role played by regulatory capacity, I 
want to stress that it was not just the fact that the 
E.U. has a large market. Typical stories of regulatory 
adjustment start with the premise that big markets 
get what they want. As U.S. Ambassador to the 
E.U., Rockwell Schnabel, has argued: ‘Let’s face 
it — you have to deal with them. They have the 
power of that market’.9 But in the case of privacy, 
two huge markets faced off against one another. 
And in the area of e-commerce, the sector most 
directly affected by the rules, the U.S. out-matched 
the European market three to one (Uncapher 
2000). Additionally, the major markets in Europe 
— France, Germany, and the United Kingdom 
— all had comprehensive data privacy rules for over 
a decade without any adjustment by the United 

8 See for example, New York Times, “Report on E-Commerce 
Insists on Self-Regulation,” 29 November 1998, online.

9 International Herald Tribune, “As E.U. gains in heft, Washing-
ton’s diplomacy slowly changes,” 20 December 2002, online.

States. If this was simply a story about large markets 
creating market incentives these national rules 
should have sufficed.

 The critical factor that pushed the U.S. into 
negotiations was the construction of regulatory 
capacity in Europe (Bach and Newman 2007). 
Regulatory capacity is the ability to define, monitor, 
and enforce a set of market rules. The 1995 Privacy 
Directive created a number of mechanisms for the 
European Union to activate its market size and 
demonstrate to international firms the penalties 
of non-compliance. The European Commission, 
for example, received the authority to declare 
other national regulatory systems inadequate. 
To facilitate this process, the Directive created a 
committee of national regulators. This committee, 
the Article 29 Working Party, serves to advise 
the Commission on the privacy policies of other 
nations and coordinates regulatory enforcement 
among the member agencies. The European Union, 
then, draws on national regulatory expertise 
and enforcement power to oversee the regional 
regulations (Newman Forthcoming). The formation 
of a pan-European data privacy policy aggregated 
the market effect of individual national rules and 
established the political institutions necessary to 
coordinate the use of that market power.

The U.S. did not initially seek compromise. In 
fact, business and policymakers called on the U.S. 
government to file a complaint against Europe at 
the World Trade Organization. They argued that 
privacy rules presented a new non-tariff-barrier to 
trade in services (Swire and Litan 1998). Leveraging 
its extensive expertise in data privacy issues, 
however, the European Union had pre-empted 
this strategy by negotiating a privacy exemption 
from the World Trade Organization. During these 
negotiations, which transpired during the early 
1990s, the U.S. did not realize the significance of 

From conflict to cooperation
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the exemption for international trade.10 Not having 
its own data privacy authority with expertise in the 
field, it was only after the international effects of the 
privacy directive became clear that a government 
response seemed necessary.

With the trade strategy blocked, the U.S. 
government increasingly faced the threat that 
policy inaction would result in a major breakdown 
in transatlantic information flows. This breakdown 
would disproportionately affect U.S. firms as 
European companies could still move data on 
U.S. citizens back and forth across the Atlantic. 
The question then became, how could the U.S. 
guarantee access for its multinational corporations 
to the European market without requiring its 
domestic firms to adopt costly European rules?

The unique feature of the Safe Harbor agreement 
is that it solves this puzzle without using the two 
most common solutions to international regulatory 
friction — harmonization or mutual recognition.11 
Harmonization around European rules through the 
adoption of comprehensive regulation domestically 
would have forced U.S. industries that serve 
primarily the domestic market to adjust their 
business models. The U.S. financial services sector, 
for example, has come to rely on detailed credit 
reports to provide specialty services, such as sub-
prime loans, rarely available in Europe. A financial 
services trade association estimated that the cost 
of adopting European rules domestically would 

10 A senior official at the Internal Market Directorate at the time 
recounted in an interview with the author.

11 For a review of traditional mechanisms of regulatory coopera-
tion see (Nicolaidis and Shaffer 2005).

reach roughly $17 billion annually (Glassman 
2000). Because of the size of the U.S. market, full 
harmonization was unpalatable. 

At the same time, the European Union rules made 
mutual recognition of the U.S. regulatory system 
unlikely. The European privacy directive requires 
that foreign privacy regulations are ‘adequate’. This 
does not mean that nations must copy exactly 
European rules. European member states, in fact, 
have very different enforcement and implementation 
systems. But other countries must have an 
independent regulatory authority, responsible for 
privacy concerns, and privacy rules must apply 
broadly to the public and private sectors. The U.S. 
system could never meet these requirements.

The Safe Harbor Agreement, by contrast, creates 
an interesting middle ground. The E.U. does not 
sacrifice the level of protection offered its citizens 
and domestic firms in the U.S. do not have to limit 
further their use of personal data. The regulatory 
jurisdiction of E.U. rules has been shifted from 
purely a territorial definition (i.e. countries that 
maintain adequate regulations) to a class of firms 
that interact with the European economy. Far from 
a purely private-sector initiative based on voluntary 
or informal institutions, regulatory compliance 
is guaranteed by state authority — the threat 
of sanction by the Federal Trade Commission 
or national data privacy authorities in Europe 
(Newman and Bach 2004).
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Despite the novel nature of the Safe Harbor 
Agreement, tensions over data privacy have 
resurfaced. The new national security environment 
marked by international terrorism has raised the 
importance of surveillance techniques within the 
defense establishment. The U.S. has, as a result, 
made a series of demands on its European partners 
for access to personal information. The most 
controversial surrounds the transfer of passenger 
name records from airlines to the U.S. Customs 
Bureau. A law passed in the wake of September 
11, requires that foreign air carriers provide U.S. 
Customs with passenger records prior to the 
departure of those flights. U.S. Customs argues 
that the information is used to identify potential 
terrorist suspects. The lack of an independent 
regulatory agency in the U.S. devoted to privacy 
issues, however, reopened the European Union’s 
debate over U.S. adequacy. European privacy 
agencies argued that there were not adequate 
protections in place.12

If a solution to the problem could not be found, 
transatlantic air transport would be threatened. The 
U.S. Customs Bureau had been empowered to fine 
foreign air carriers for each passenger that arrived 
without the transfer of passenger records. The 
Article 29 Working Party released several opinions 
that condemned the transfer. European airlines 
found themselves in a double bind between U.S. 
and E.U. law. Flying without data transfer risked 
fines by U.S. Customs. Flying with data transfers 
risked fines by European data privacy authorities.13

The European Commission and the Department 
of Homeland Security had to start over in the 
area of public sector data transfers where the 
Safe Harbor talks had ended. Several differences, 

12 See Article 29 Data Protection Working Party 2002. Opinion 
6/2002 on transmission of Passenger Manifest Information and 
other Data from Airlines to the United States. Brussels.

13 See E.U. Observer, “Decimated Airlines seek solution to pas-
senger data feud,” 26 April 2003, online.

however, marked these discussions. First, and 
foremost, the U.S. had considerable regulatory 
capacity in the area of customs security and air 
transport. The Customs Bureau and the Federal 
Aviation Administration had the expertise to 
define and monitor new security regulations 
and the statutory authority to impose penalties 
if U.S. laws were violated. In contrast to the Safe 
Harbor debate, European firms now stood to lose 
if no accord could be reached. Second, the U.S. 
had learned from the Safe Harbor process and 
entered the negotiations with a more nuanced 
understand of European privacy rules. In the area 
of Homeland Security, in particular, the department 
had appointed a chief privacy officer in April 2003. 
Where the U.S. had previously regarded privacy 
regulations as a European cultural quirk, they now 
took seriously European demands.

After extended negotiations, the two sides reached 
a final compromise in May 2004, known as the 
Joint Statement. This agreement established the 
ground rules for cooperation in the issue area. The 
European Commission agreed to transfer a limited 
amount of data to U.S. Customs. U.S. Customs had 
to guarantee that the data would be used only for 
specified purposes and that they would regulate 
the transfer of such data to other federal agencies. 
Concerned about the independence of U.S. 
Customs, the European Commission negotiated 
a joint review of the system to be conducted by 
European privacy officials and U.S. officials.14

This compromise, however, was struck down by 
the European Court of Justice in May 2006.15 The 
Court ruled that the Commission did not have 

14 The Joint Review was conducted in September of 2005. While 
U.S. Customs was slow in implementing many of the agreed 
upon procedures, the review found that the bureaucracy is now 
generally compliant. The review cites the importance of the 
DHS Privacy Officer in this process. See (Commission of the 
European Communities 2005). 

15 New York Times, “European Court Bars Passing Passenger 
Data to U.S.,” 30 May 2006, online.
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the jurisdictional authority to broker such an 
agreement, further weakening European regulatory 
capacity in the area. The outcome of the dispute 
is still unclear. National data privacy authorities 
contend that there are insufficient safeguards in 
place to permit further transfers. Their central 
concern pertains to the fact that there is no 
independent oversight agency that can guard 
against the abuse of transferred data. This argument 
has found support in the European Parliament, 
throwing a cloud over future negotiations. 

The case of airline passenger data demonstrates 
that regulatory conflict over the transfer of 
personal information is far from resolved. In fact, 
a Congressional Research Service study finds 

differences in privacy regulations as a potential 
barrier to U.S./European security cooperation 
more generally (Archick 2006). Privacy concerns 
have already complicated the introduction of 
passports in Europe containing biometric data 
and regulations mandating the retention of 
telecommunications data. Given the differences 
in regulatory frameworks in the U.S. and Europe, 
law enforcement agencies will have to confront the 
data privacy issue sooner rather than later. As in 
the case of the Safe Harbor, the two sides will have 
to find a more permanent solution that addresses 
the concerns of the Europeans without completely 
undermining the needs of U.S. agencies. 
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Foreign direct investment, digital communications 
technology, and international transport mean 
that companies and individuals increasingly have 
direct access to foreign markets. And these foreign 
markets are governed by unique national rules. As 
the U.S. and European markets are among the most 
thickly regulated in the world, their interaction 
naturally entails a clash of regulatory traditions. 
Rules across sectors — Internet content, food 
labeling, chemicals, cosmetics, auto emissions — 
differ. A failure to resolve these tensions threatens 
the continued integration of the two economies. 

The case of data privacy offers several important 
insights for policymakers into possible strategies to 
manage such tensions. I highlight three: expertise, 
interfaces, and institutions. 

First, it is important for each region to build 
expertise in relevant policy fields so that they 
can define, monitor, and defend their rules in 
international negotiations. The lack of expertise 
on the U.S. side was a major impediment 
to representing its interest in early privacy 
negotiations. A decision cast in the 1970s not 
to create an independent data privacy authority 
crippled the U.S. effort to defend its support of self-
regulation in the 1990s. 

Indeed the emphasis in the U.S. on deregulation 
domestically may in fact undermine the ability 
of the U.S. to succeed in international regulatory 
debates. De-funding and marginalizing regulatory 
agencies and encouraging private sector governance 
may promote economic goals at home. As states 
still maintain a privileged status in international 
negotiations, however, the failure to have a 
knowledgeable public sector official at the table 
could hamper U.S. regulatory goals abroad. 

In Europe, by contrast, the push to create a single 
market has been accompanied by a massive 
expansion of regulatory institutions. Roughly two-

dozen pan-European agencies have been created to 
oversee European markets (Keleman 2005). This 
has been accompanied by similar developments at 
the national level. Extending the example from data 
privacy, these internal regulatory reforms should 
help Europe internationally as well. The critical 
challenge for Europe will be coordinating the 
proliferation of national agencies effectively at the 
supranational level.16

Second, policymakers should move past simple images 
of regulatory convergence or divergence. In many 
cases, true harmonization is politically impossible. 

The fact that the U.S. and Europe both have 
tremendous internal markets means that many 
firms will find the costs of compliance burdensome. 
Forcing convergence solutions on economic 
partners risks undermining the political will 
necessary to forge a true transatlantic economy. 
Similarly, mutual recognition will prove impossible 
where regulatory traditions diverge dramatically. 
Such solutions rely on the fact that regulatory 
compatibility already exists. For the E.U. to accept 
the U.S.’s regulatory system as adequate when it is 
not risks the legitimacy of the Union. 

The Safe Harbor Agreement, by contrast, offers 
a novel solution, which I term a regulatory 
interface (Bach and Newman 2002). Interfaces are 
mechanisms that permit the interoperability of 
distinct regulatory systems. Regulatory interfaces 
do not as such create top-down international 
standards that alter domestic law. Instead, they 
recognize the viability of multiple standards 
and multiple enforcement mechanisms. The 
“value-added” of regulatory interfaces is to 
provide docking points for multiple regimes and 
enforcement mechanisms that ease moving from 
one regulatory environment to another. On the 
rule-making side of governance, interfaces do this 

16 For examples of such efforts by the Commission see (Eberlein 
and Newman 2006).
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through minimum standards and best practice 
diffusion. On the enforcement side, interfaces 
help solve jurisdictional questions and facilitate 
information sharing that enables more effective 
cross-national investigation and enforcement in 
the spirit of positive comity. This enforcement 
component of interfaces distinguishes them most 
clearly from codes of conduct and other standards 
established by transnational firms. In short, a 
framework is constructed that allows firms active in 
foreign markets to comply with those rules without 
requiring their government to change regulations 
for domestic firms. Enforcement jurisdiction is 
decoupled from territory so that multinational 
firms may comply with foreign rules even when 
their home market does not.

Third, and finally, a degree of institutional 
harmonization will help firms and policymakers 
on both sides of the Atlantic overcome regulatory 
conflict. If the U.S. wanted to reduce tensions with 
Europe in the area of data privacy, for example, the 
single most important thing it could do is create a 
data privacy authority. This does not mean that the 
U.S. would have to adopt the same stringent rules 
that Europe follows. In fact, Canada relies heavily 
on industry-led solutions familiar to U.S. policy 
circles. But the presence of an independent data 
privacy authority bolstered European confidence 
in the Canadian regulatory system, resulting in a 
finding of “adequacy.” Similarly, such a data privacy 
authority in the U.S. would resolve most of the 
outstanding issues surrounding the conflict over 
airline passenger data. The U.S. could modify the 
newly created Privacy and Civil Liberties Oversight 

Board. The board currently is limited in its duties 
to the public sector and it is not currently an 
independent agency. Rather, it is located in the 
Executive Office of the President. By extending the 
scope of its authority and shifting its institutional 
anchor, a modified and fully independent Board 
could serve as a first step in fulfilling many of 
Europe’s demands. More generally, institutional 
compatibility would strengthen the credibility of 
regulatory interfaces. If an independent agency 
existed that could monitor and enforce such 
international agreements domestically, then the 
transatlantic partners could find more confidence 
in the solution.17 It was after all the ability of the 
Federal Trade Commission to serve as a final 
backstop for the Safe Harbor Agreement that 
secured its successful conclusion.

The regulation of data privacy affects business 
strategies and government relations. The failure 
to resolve transatlantic tensions in this issue area 
threatens the economic potential of the information 
age and continued security cooperation among 
NATO allies. More generally, it signals the growth 
of a new area of regulatory cooperation and conflict: 
international market regulation. In a range of sectors 
such as Internet content, food labeling, and industrial 
chemicals similar fights are brewing. It is critical that 
policymakers on both sides of the Atlantic investigate 
the sources for such tension and the mechanisms 
that serve to transform such tensions into a workable 
marketplace for the 21st century.

17 For the importance of institutional compatibilities see  
(Nicolaidis and Egan 2001).
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